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What is Information Security?

Confidentiality: Information can only be read by trusted parties.
Damaged by unauthorized access, exploitation, poor access controls
Integrity: Information can only be written or modified by trusted parties.
Damaged by person-in-the-middle attacks, data poisoning attacks
Availability: Information can be written or read when trusted parties need it.

Damaged by ransomware, denial of service attacks



Game Theory & Security

“One of the chief difficulties lies in properly
describing the assumptions that have to be
made about the motives of the individual” -
John vonNeumann [17]

Availability



Literature Trends: 2009 - 2019
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Attackers and Defenders

We assume that a defender controls a computer network or computer
system and an attacker seeks to compromise the confidentiality, integrity,
and/or availability of that system.

Brown et al.[1], conclude that attackers have the advantage due to the
highly asymmetrical nature of cyber attack.



The State of Play

e Setting:
o Network vs. Endpoint
e Preparation for an attack:
o Simultaneous vs. Sequential
o Utility:
o Zero-sum games vs. General-sum games
e Visibility:
o Perfect information vs. Imperfect information
o Complete information vs. Incomplete information



Network

Most of the literature addresses the network framing. Many consider
worms: self-propogating malware.

1. Worms arerare (only 8 since 2010)

2. The articles surveyed fail to consider attacker network tacticsin a
framework like MITRE ATT&CK



Endpoint

Endpoint security is crucial to defending infrastructure since infecting an
endpoint is the ultimate goal of most attackers. We also see very little
literature consider how game theory and endpoint security.

Agents run on the endpoint using heuristics or signatures [7]

There are also remediations which can be automatically generated [13]
following malware attack.



G - Graph of network
g - nodes in network
a - attacker(s)

d - defender(s)

D= (I,Y,Q,U)
I ={a,d}




Simultaneous Games

Each player in the game must make their decision in the context of the
information they have and cannot change their play based on the other
player’s move.

Simultaneous games are rare in the literature [1, 5].



Sequential Games

In sequential games, one player chooses their
action before another chooses theirs.

Most authors [1, 5, 7, 9] use them to represent the
interplay between attackers and defenders.

Defender payoff is optimized when they move
first[1,5, 9]




Zero-Sum Games

Choice 1 Choice 2

Zero sum games are games where the attacker’s

payoff is exactly the cost to the defender and vice ket | GGh. | B

versa. Choice2 | C,-C -D,D

Zero-sum games allow for the use of the
saddle-point strategies developed by Khouzani et
al. [7] whose threat model is heavily based on
human epidemic models.



General Sum Games

General sum games are games which have outcomes where both players
may have positive or negative utility - there are win/win and lose/lose
outcomes.

In general sum games, the attacker can fail to achieve their objective but
remediating or preventing the attack still has a cost to the defender, so both
players “lose” [17].



Complete Information Games

Complete information games assume that all
knowledge about all players is available to all
other players. This includes utility functions
and payoffs for all players.

This does NOT mean that the state of the
game is known to all players.
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Incomplete Information Games

In incomplete information games there is
some uncertainty about how other players
will behave.

Chatterjee [4] considers how this uncertainty
manifests itself and propagates in attacker
payoffs.
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Figure 1 from Chatterjee et al. [10]



Perfect Information Games

A perfect information assumes that all players have
knowledge of the entire game state - there is no
hidden information.

Leader-follower* games [1, 6] are complete, perfect
information, sequential games.

Leader-follower games are typically referred to as Stackelberg games in the literature, named after Heinrich Freiherr
von Stackelberg.




Imperfect Information Games

Imperfect information games or hidden information games assume that
some information about the game state is private - for example, in poker,
one’s cards are hidden from their opponents.

Stochastic games|[2, 5,12, 15, 18] are imperfect information games.

Bayesian games [4, 10, 16] are a particular type of stochastic game.



Coalitional Approaches

Coalitional games are games in which cooperation between several players
working toward their common good is considered.

Saad et al.[13] seeks to model real-world organizations where
interdependencies, vulnerabilities, resources, and organizational friction
must defend a single network against attack from a coalition of attackers.



Imperfect Information

G - Graph of network
g - nodes in network
a - attacker(s)

d - defender(s)
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Adding Complexity to Games
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State of the Art

There is no consensus on the state of the art.

Recent work by Khouzani [8] considers a probabilistic attack graph and
operates under the least-restrictive set of assumptions.



Evaluation of Models

Information security relies on the
applicability of research in real-world
scenarios.

Those that do use real data[15, 17] evaluate
their model do so on relatively simple
problems.




Open Problems and Gaps

Compositionality and open games
Attacker’s perspective

Cloud and mixed environment security
Empirical verification
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